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Section Concerning the Student

1. Course Code: MATHS 353 il 3ey 1
Introduction to Mathematical
. el el

2. Course Title Cryptography oyell gl .2
3. College: College of Science A 3
4. Department: Department of Mathematics pwdll 4
5. Academic Program: Bachelor of Science in Mathematics :waSSﬂ bl 5
6. Course Credits: 3-0-3 Buiaedl Gleldl sde .6
)Lb}U B39 el Ggun 7

7. Course NQF Level 7 MR iel b gll

8. Notional Hours: 133 140 Y Oleludl sue
) el Bisinedl Gleldi ode .9

o 1 e

9. NQF Credits 3 eSUa 3l gl Uy Lids
10. Prerequisite: MATHS 254 el el Cllaiell .10
11. Lectures Timing & Location: TBA Hgag 8 olxall 8y .11

12. General Mode of Teaching . ;
&3 Tranditional sedasdl il aladl laedl 12
e S randitiona il eudaild o

13. course Coordinator: TBA shell Gude .13
14. course Instructor: TBA Uydell poyde .14
15. Office Hours and Location: TBA 1gi8eg LSl wileldl .15
16. Instructor’s Email: TBA 29580l uyke) 39 ASIYI Al .16
17. Academic Year: e didl .17
18. Semester: J9Y Juadll First Semester (bl hadll .18
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19. Textbook(s): 2y shel) dwlyldl sl

.19

An Introduction to Mathematical Cryptography (Second Edition) by Jeffrey Hoffstein, Jill Pipher and Joseph H.
Silverman Undergraduate Texts in Mathematics Springer-Verlag 2014

20. References: eyl

.20

Handbook of Applied Cryptography by Alfred J. Menezes, Paul C. Van Oorschot and Scott A. Vanstone, CRC Press, 1996.

A Course in Number Theory and Cryptography by Neal Koblitz Springer-Verlag, 1994.
Cryptography made Simple by Nigel Smart Springer-Verlag, 2016.

21.

Other learning resources used (e.g. e-Learning, field visits, ) ¢ 39 AV @latdl 1 JUe ) 5y sl
periodicals, software, etc.): (- B € 35 9aeS alys 6l cdiluien

.21

University Official Platforms (BB & MT)

22.

Course Description (as published in the College Catalogue): AU s § )9 boraw ) 5 y0)l Ciso g5

.22

Modular Arithmetic and Prime Numbers. Classic Ciphers and Accompanying Attacks.
Public Key Cryptography. Primality Tests. Elliptic Curve Cryptography.
Historical and Social Consequences with Applications of Cryptography.

Course Intended Learning Outcomes (CILOs) B qu pia.zll Ol>yee
(3 to 5 CILOs): H(dnodal Wlry3ee 5 U1 3)

.23

Explain the idea of public-key cryptography and the common algorithms used.

Describe the basic issues around finding large prime numbers and factoring large composite numbers

Explain the significance of some number theory problems to public key cryptography.

Construct elliptic curves and explain their use in cryptography

Construct cryptographic hash functions

Course Assessment Percentages (As per Regulations of Study and PR ) ‘"1331“" Leedg o9 ?‘t-“-wi
Examination at the University of Bahrain): oyl daeler (§ Cblxtadlg duslyll

.24

OTHERS&a 20%

TEST#1 20%

TEST#2 20%

EXAM 40%

Total 100%

A This assessment includes regular assignments, homework, or quizzes with a minimum of two assessments per
semester. These assessments are usually conducted using e-learning tools such as Blackboard, WebAssign, and ALEKS.

25. Description of Topics Covered: oS s I Clegaogall Laoy .25
Topic T'tl.e . Description
(e.g. chapter/experiment title) it
gsal §
Chapter 1 An Introduction to Cryptography
Chapter 2 Discrete Logarithms and Diffie Hellman
Chapter 3 Integer Factorization and RSA
Chapter 4 Digital Signatures
Chapter 6 Elliptic Curves and Cryptography
Chapter 8 Additional Topics in Cryptography
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26. Weekly Schedule (o) Jgudl .26
CILOs Teaching/Assessmen
Week Date Topics Covered Ol ySeall t Mode and Method
g oaw! Wl 49 yaall auolgell bl dadasdl toig dixgio
(CILOS) s/ gyl
01 Substitution Ciphers 1,5
02 1.2 Divisibility and Greatest Common Divisors 1,2,3
03 1.3 Modular Arithmetic 1,2,3
04 1.4 Prime Numbers, Unique Factorization, and Finite Fields 1,2,3
05 1.5 Powers and Primitive Roots in Finite Fields 1,2,3
06 1.7 Symmetric and Asymmetric Ciphers 1,5
07 2.2 The Discrete Logarithm Problem 13
2.3 Diffie—Hellman Key Exchange ’
08 2;1 ;heOEI Ga.mal P:bhllc_ll_(:y Cryp:gsystem 13 Traditional Teaching
.5 An Overview of the Theory of Groups Sl a3y
09 2.7 A Collision Algorithm for the DLP 13
2.8 The Chinese Remainder Theorem !
10 3.1 Euler’s Formula and Roots Modulo pg 123
3.2 The RSA Public Key Cryptosystem "
11 3.3 Implementat|9n and Security Issues 12,3
3.4 Primality Testing
12 4.1 Digital Signature 123
4.2 RSA Digital Signature 4.3 El Gamal Digital Signatures and DSA T
6.1 Elliptic Curves
= 6.2 Elliptic Curves over Finite Fields 3,4
14 6.3 The Elliptic Curve Discrete Logarithm Problem (ECDLP) 32
6.4 Elliptic Curve Cryptography ’
8.1 Hash Functions
15 8.2 Pseudorandom Number Generators (PRNGs) 1,5
8.3 Zero-knowledge Proofs

27. Academic Integrity Statement:

14e08Y1 Aol oo .27

Students are to observe the highest level of honesty and academic ethics in pursuit
of their academic goals as per UOB Regulations of Student Conduct and Academic
Integrity, Anti-plagiarism Policies, and Students’ Rights and Responsibilities
Handbook. The consequences for cheating, plagiarism, unauthorized
collaboration, and other forms of academic dishonesty can be very serious and will
be dealt with as per the aforementioned policies and regulations.

00 @853 G a3 8YI ddaal (§ Olslaod Ol paie dalilly Buall iz
& 3V BLYL Uil dxandBYI pgdlaal aam) agarss J MUl
PRUE [P ESE WIS BN P ST PRE R PIRRA LT FIWES
JooYl dwlw (3 sl WSy cagilizlyg ddball Bod> (Js J) d5LsYL
eV dalil) gl 6T pn Jolaill gl o op el darolay dpolsdl

18,53 5l dadaVlg Ol dde (ais bo Cawon

28. Attendance and Absence Regulations:

:ggﬂb_)}faaﬂ ‘aUa.a .28

Students are required to adhere to regular attendance for class lectures and
practical sessions, as determined by the nature of the course, as per Article (33), of
Regulations of Study and Examination at the University of Bahrain.

oz dadanlly dudnll Olelud) @latiall yginmll oAV Ml ¢ye 2843
donlz (§ OUlxtadly dwhlll plas e ¢(33) Bolel) Wby «)yhall dapb
cpyd|
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https://uobhomesiteprod.s3.me-south-1.amazonaws.com/site-prod/uploads/2021/03/3-7-Anti-Plagiarism_Policy_130430b-2014-1-28-Arabic-1.pdf
https://uobhomesiteprod.s3.me-south-1.amazonaws.com/site-prod/uploads/2021/03/4-1-students_rights.pdf
https://uobhomesiteprod.s3.me-south-1.amazonaws.com/site-prod/uploads/2021/03/4-1-students_rights.pdf
https://uobhomesiteprod.s3.me-south-1.amazonaws.com/site-prod/uploads/2021/03/4-1-students_rights-1.pdf?lang=ar
https://uobhomesiteprod.s3.me-south-1.amazonaws.com/site-prod/uploads/2021/03/3-6-Anti-Plagiarism_Policy_130430b-2014-1-28-Arabic.pdf?lang=ar
https://uobhomesiteprod.s3.me-south-1.amazonaws.com/site-prod/uploads/2021/03/3-6-Anti-Plagiarism_Policy_130430b-2014-1-28-Arabic.pdf?lang=ar
https://uobhomesiteprod.s3.me-south-1.amazonaws.com/site-prod/uploads/%D9%86%D8%B8%D8%A7%D9%85-%D8%A7%D9%84%D8%AF%D8%B1%D8%A7%D8%B3%D8%A9-%D9%88%D8%A7%D9%84%D8%A7%D9%85%D8%AA%D8%AD%D8%A7%D9%86%D8%A7%D8%AA-%D8%A7%D9%84%D9%85%D8%AD%D8%AF%D8%AB_removed.pdf
https://uobhomesiteprod.s3.me-south-1.amazonaws.com/site-prod/uploads/Study_and_Examination_System_Sep2023.pdf?lang=ar
https://uobhomesiteprod.s3.me-south-1.amazonaws.com/site-prod/uploads/Study_and_Examination_System_Sep2023.pdf?lang=ar

